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About myself

20+ yearsexperience

Positions:

Programmer, Software Engineer, IT Project Manager, IT Quality
Manager, Principal Consultant, IT Governance Manager

IT experience:

A Software House environment
A IT Service Deskenvironment
A Data Centre environment

University of Malta, teaching:

A e-SCM, ERP, €CRM
A Service Quality Assurance
A Sustainable Logistics & Transportation
(to MBA/B.Accty, Dipl. Logistics & Transportation students)

Director, ISACA Malta Chapter
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Todayos agenda (1)

BCMfor industrial strength, co -located, commercial IT providers

eg. Data Centres offering SaaSusing Cloud Computing technologies

Today we discuss

A
A
A
A
A
A
A

e-services, e-business, data centres & IT call centres
BCM for DataCentres

business, e-services, & trust

BCM & IT- economic context
threats, vulnerabilities, risk, assets

Data Centre outages: business impacts

BCM- in Data Centres, for Data Centres
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Todayos agenda ( 2)

Today we discuss: (continued):

a BCM initiative for DCs: its output
BCP for DCs: management choices
BCM Project/ Programme

business impact analysis

risk assessment

BCM DC recovery- business & technical
an example disaster - mass cyberattack, & BCM response

structure and content of BS25999

o To o Do Io Io Do Io I

some takeaways
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e-Services, e-Business - all from Data Centres & IT Call Centres

/ Fiber [Broadband
Connection fo
Irtermat
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Connection fo
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for Securnty
Malta Section ‘ ’ ®

Engrter’ SACA
;gftll_f_ute rObert.m.CaChia "at" Um.EdU.mt Serving IT Governance Professionals

Malta Chapter



BCM for Data Centres: what ?

BCM

I. IS a management & businesscapabillity to protect value-creating
activities of the DC

. supportsthe B o a rothjéctive of: staying in business
lii. points I & Il make BCM immediately a Governanceissue

BCM- planned processesto:
A assessreduce & manage vulnerability to risk
A plan DC responsesn case of adversity
A exercise preparednessfor continued IT delivery during disruption

A restore normality, and protect DC reputation and goodwill

oThe time to repair the roof 1 s whe
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Business, e-Services, & trust

Is she:

o T T To o I

a Logistics Manager,
a Banker,

a PA to the CEO,

a CEO?

an Airport ,

a Bourse,

a Telecoms provider,
IGaming,
e-payment,

a Retail chain é .

é.. doing B2B

é . doing e-CRM or e SCM?
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BCM and IT - economic context

Economy 2.0 & Economy 3.0:
digital, networked, global, mobile, locational, 24x7x365

1.1 billion Internet users, 2.7 billion mobile phone users

ubiquitous VolP/Skype, e-mail, & calendaring software

e-Business e-Banking, e-Payment, e-Government

e-SQM, e-CRM, B2BB2C -
acrosssupply chains, geographies, time -zones,
economies & jurisdictions

BCM in DCs is mandated by economic logic
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BCM and IT - what not to do

You can’t /griore
security risks forever

human error: IT management human error: technical

—— ‘7Ll$ CA
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DC BCM terminology: Threats, Vulnerabilities, Risk, Assets

Threat the intent and capacity to cause loss or disruption
and create adverse consequences - e.g. to IT
services, data, Data Centers, IT Call Centers etc.

Vulnerability  the susceptibility of a service provider, service, data
or infrastructure to damage, impairment or exposure
by a threat

Risk a measure of the potential consequences of a
contingency against the likelihood of its occurring

threats + vulnerabilities = risk

Impact the consequence/effect of a threat expressed in
terms of reduction of DC capablility, or loss of
business, service, data, etc.

Asset an IT service element e.g. software, hardware, IT
people, data

—Hsaca
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Threats - some examples

Some data centre threats:

human error (management/technical, accidental/malicious)

technical failure (mechanical, electrical, hardware, software,
etc.)

software failure (even software patches themselves contain
bugd) o~

fire / explosion / smoke
floods (natural, burst pipes)
toxic hazards (effluents, emissions)

structural collapse

: : _ _ _ Oct 2006 - Marsascala
crime (vandalism, organized crime, white -collar crime, etc.)

masscyber-attack, digital terrorism, cyber -war

Established threats may diminish, and new threats emerge - alertness

Malta Section ‘ ’SAG ®
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Threats - general, & IT -specific

Architecture of a DDo§ Attack
— ol - = -~ —
| Handler ] | Handler ]
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Explosion, fire, smoke, emissions, effluents malicious IT Threat

in or close to DC
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IT Vulnerabilities - some examples (1)

DCvulnerabilities may be technical or non-technical

e.g. in organizational design, in businessprocesses, systems, or software

Some IT vulnerabilities

Poor Data Centre site selection, or Data Centre design

SPOFgpeople, hardware, databases, software) |
Poor Data Centre procedures, or compliance to
procedure (SFIAHRframework for IT, ITIL)

Poor physical accesscontrol

_ good physical access
Poor software patching control

~Hsaca
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IT Vulnerabilities - some examples (2)

Poor software testing, especially Web
testing (recall CMM;j ISEB)

Poor Configuration Management/Version
Control (recall 1SO 20000, ITIL.

Poor Infosec (passwords biometrics,
encryption, anti -virus/malware)
(recall ISO 27001,CobIT RiskIT)

Poor Capacity Management/Availability
Management (recall ISO 20000, ITIL

Poor procurement/supplier management
(1ISO 9000, ITIL, BS25999)

wiring from hell

Poor fire protection

Known vulnerabilities sometimes diminish & new ones emerge - alertness
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Risks - general & IT -specific

Some Data Centres risks:

supply chain disruption (software vendor collapse,
hardware vendor collapse, ISP collapse)

loss of Telecom connectivity (data, voice)

Your IT vendor suppl
loss of people (people can be SPOFs!) chain? PP

loss of facilities (buildings, roads leading to building, etc.)

loss of data (data integrity , data availability ; recall ISO 27001)

loss of power A
loss of water supply (cooling) / the opposite - flooding
computer infection outbreaks - viruses, worms

physical access compromised;intrusion with intent

asset seizure Burst pipe:

DC flooding
Changing threats, changing vulnerabilities - shifting scenario : alertness
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IT Risks - some examples

Physical DC Risks Logical DC Risks
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DC outages business impacts - large & immediate

Impact of DC outages:
A down-time

A breached SLAs

A lost revenue
A

reputational damage ..
clients and prospects lost
forever?

A cost to recover
A legal liabilities

A some DCs never recover

Recal: many DCs are In
premises that were never Q: How to protect value -creation capability?

designedto be DGready A- BCM
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