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MESSAGE FROM THE PRESIDENT, Gordon Micallef.

Wel come to another i ssue of the I
The Chapter Board is busy planning and managing the monthly evening
events, planning for other interesting activities, whilst establishing and
maintaining relationships with other professional bodies and associations

at a local level.

The Chapter Board took the initiative to run a survey amongst members
last June to better understand a number of developing requirements and
needs in our membership. An important development that the Chapter
Board has changed as from this term was to increase the annual chapter
fee from $25 to $50 as from renewals for 2010. Linked to this change, all
paid up ISACA MALTA CHAPTER members will be attending the regular
evening educational events for free and around six events are organised annually. This will reward those
members who attend two or more events a year whi
Attendees to our educational event last October have already experienced the benefit of attending the
event for free and this is reflected by the number of attendees to this event. We look forward to see
greater participation from members to the events, and the chapter is willing to take up further initiatives
through such greater perception.

Another great development taking place at the end of this year is that Malta will have its first Certified
Information Security Manager (CISM) training course being organised by a local training organisation
leading to the CISM examination in June 2010. Anyone interested to have more details about the CISM
training course should contact the chapter on info@isaca-malta.org.

The monthly slot for November has been dedicated to an important initiative that the Chapter Board
believes is a great opportunity for the Chapter activities to grow, achieve greater participation and also for
personal and professional growth of individual members. An invitation has already been sent for an
information session to members who are willing to volunteer some time and energy to the Chapter. The
session will be held on Thursday 26™ November at 18:00 at the Radisson Hotel in St. Julians. The
members who have responded to the invitation is encouraging, however we encourage all members
interested in experiencing this volunteering opportunity this year, next year and in whatever form to
attend this event. The Chapter Board is looking forward to discuss the opportunities during this day.

On a personal note, | have been actively involved and volunteering with ISACA international over the
past few months particularly in October of this year as a member of the Chapter Support Committee
responsible to oversee chapter activities at a global level. It is extremely encouraging to see how the
various professions within which ISACA identifies itself have been evolving in the global economic crises,
and how the association itself has responded to this. This is also being reflected in the strategic
developments that the international association is going through, to the benefit of all its membership and
2010 already looks to be a great year for the our association.

ertifieds:
Renew for 2010...today!

For more information about the local chapter please visit www.isaca-malta.org or contact us on info@isaca-malta.org
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The Global State of Information Security 2010 is a
worldwide security survey by
PricewaterhouseCoopers, CIO Magazine
and CSO Magazine. It was conducted online from
April 22 to June 15, 2009. Readers of CIO and
CSO Magazines and clients of
PricewaterhouseCoopers from around the globe
were invited via email to take the survey. The
results discussed in this report are based on the
responses of more than 7,200 CEOs, CFOs,
ClOs, CSOs, vice presidents and directors of IT
and information security from 130 countries. Thirty

efforts of technology and security executives
to better align security with the business are,
in fact, beginning to show results. On the
other hand, the economic downturn has
clearly Araised t he
addition to helping the business mitigate
risks associated with factors such as
globalization, outsourcing and third-party
compliance with the

information security function is now also
charged with new challengesd and for some
companies, with more urgency than ever

The Worl dos
Conference for IT Audit,
Security and Governance

If knowledge is power, how
powerful are you?
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to stay one step ahead of the
competition and keep up with
changing professional trends
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One reason i a addressing the

lingering one, unfortunatelyd is that business
| eaders responsi bl e
stringso havenot
multi-year investments in security with
concrete, tangible, strategy-aligned business
outcomes. A second reason, among many
ot her s, i s that
for corporate decision-makersd executives
under pressure to spread less funding across
the same number of prioritiesd to find false
comfort in applying cutbacks equally and
indiscriminately across functions and
business units until economic strength
returns. So it stands to reasond in the middle
of the most significant economic downturn in
decadesd that the information security
function might well be subject to the same
waves of layoffs, project cancellations, and
budget cuts that are affecting nearly every
other corporate function and many different
cost centers in companies, industries and
regions across the world.

Is that true? To find out, we asked more than
7,200 CEOs, CFOs, ClOs, CISOs, CSOs
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challenges of the economic downturn? What
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Which areas of focus offer the best
opportunities for security to provide concrete
business valued not just over the long run

period?

speakers are industry experts
from all over the world. We

p u rksow your time is valuable;

i t 6s Py fighlenpw, gugsing aB pnusyal FCPNOMIGe mp ¢

i BEMrRCACS makes the most of

your time away from the office,
and your training dollars. To
get the same quality of
information you would have to
ttentd Sbveral different events,
and spend more time and
money.

Immerse yourself in an
environment that stimulates
learning. Network with an
unmatched group of peers.
Return to the office, motivated
to improve the organisation
and immediately apply the
information you learned.
Attend EuroCACS, a trusted
educational forum where like-
minded professionals can
collaborate and connect.

MORE INFORMATION ON
EUROCACS HERE
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Val IT Overview

Val IT is a governance framework
that consists of a set of guiding
of

principles, and a number

processes conforming to those

principles that are further defined

as a set of key management
practices.

The Val IT framework will be

supported by publications and

operational tools and provides
guidance to:

9| Define the relationship between
IT and the business and those
functions in the organization with
governance responsibilities;

9 Manage an organization's
portfolio of IT-enabled business
investments; and

I Maximize the quality of business
cases for IT-enabled business
investments with particular
emphasis on the definition of key
financial indicators, the
quantification of "soft" benefits
and the comprehensive appraisal
of the downside risk

Val IT addresses assumptions,

costs, risks and outcomes related

to a balanced portfolio of IT-
enabled business investments. It
also provides benchmarking
capability and allows enterprises to
exchange experiences on best
practices for value management.

Val IT consists of the following

publications:

9 val IT Framework 2.0

9] val IT Getting Started with Value
Management

9] val IT The Business Case

More...

Deloitte - 2009 Survey on IT -
business balance & Crisis
fosters change in the

relationship between IT and the
Business

Scanning the dark clouds of the current
crisis for a silver lining? Take a look at the
relationship between IT and the Business.
The difficult environment is providing an
unprecedented opportunity for IT leaders to
show their added value and significantly
increase their impact at board level.

This is one of the surprising findings of the third
editi on of -BU3iadssobaldanteesidngey, |
published today.
Survey on IT-Business Balance: Shaping the
relationship between business and IT for the
futureo explores some
changing the relationship between

IT and the Business

Against the background of the worst recession

As i n

of

create value. o

Highlights of the 2009 Survey on IT -Business Balance

1 Evolution and trends : IT is expected to go beyond
automation and efficiency to deliver business value. IT
wi |1 bring more business v
automation at |l ess costo
emphasis on delivering value to dimensions with a
direct business impact: customer satisfaction, better
products, growth in turnover and profit.

1 IT governance : I' T isnb6t heard en
impairs alignment. About half of the responding
companies rarely or never discuss IT matters at board
level. One out of five says that IT strategy is rarely or
never aligned with company strategy. For the majority it
is still a yearly exercise tied to the budget.
Organisations must further focus on the compatibility of
IT direction with overall strategic orientation.

1 IT management : Not the driving force it should be, yet
IT is getting closer to the Business for decision making.

T Only 41.5% of respondents see IT as the driving force
@ bu€nesd decidicd-makinge Butr tie crisis, fvith GtsO
drastic reprioritisation of IT investment portfolios, has
intensified dialogue between IT and the Business.
Inst|t tionalising this Ievel of dialogue beyond the CI’ISIS

g aKEy doneme S Cldbat m
Busmess and IT ahgned.

1 IT (out)sourcing : Still an option i with caution. In the
current economic climate, outsourcing IT services is
seen by both IT and Business as viable, with 60% of
respondents moderately comfortable with this option.

On-site sourcing models remain the most

in 70 years, the report queries both IT and
business professionals about their interaction
and evolving roles. The 2009 edition finds that
IT is under tremendous pressure to deliver
business value. Although the IT voice is still
not sufficiently heard at board level, both IT
managers and their business counterparts
confirm that the crisis has intensified fruitful
dialogue between the two sides.

common, with significant differences between
regions. Most respondents indicate that the
decision for IT outsourcing is a joint affair.

1 IT security, privacy and fraud : Still not
enough awareness. Business wants to spend
more on security and data privacy than their IT
counterparts. Over 50% of both believe IT is
highly committed to combating internal fraud.
Yet a lack of awareness about the number and
severity of actual incidents makes it difficult to

Respondents express cautious approval of IT

outsourcing, a decision increasingly taken jointly by IT and
the Business. An alarming finding: there is a general lack of
awareness about the severity of the threat posed to IT

security, making it difficult to justify the investing in
countermeasures.

Dondt waste a good crisis
AThe rol e t he Cl O plays i
i mportance, 0 says Rik Vanpet
AfWe are witnessing a clear
implementer to trusted business adviser. This is a

fundamental trend, which reflects the imperative for Business
and |I'T to get closer to face

The current economic context has permitted CIOs to act as
leaders and intensify their dialogue with the Business side.
Hence the crisis is an opportunity not to be missed to better
anchor the role of the CIO as advisor and strategist.
Organisations must build business skills within IT and ensure
that the integration, and thus alignment, between Business
and IT trickles down to all strategic, tactical and operational
levels.

iour survey shows some evol
Christian Combes, Partner, Deloitte Consulting, and a co-
aut hor of the report. ABut
some way to go before true integration of IT and Business is
achieved. o

Co-author Chris Verdonck, Partner, Deloitte Enterprise Risk
Services added, i Most
impacts of the crisis. But in spite of the urgency and the
uncertainty which rule today, now is probably a good time to
reflect on how IT and Business can work further together to

JﬁJECIaIS loj
eEnterpnse Ris ré}érvuces aRd" consulting. TFwe quespons

compa

appreciate the value of security and privacy
management, and thus justify the required investments.
Christian Combes concluded,
probably see the advent of new relationship models, with the
roles and responsibilities of IT and Business being shifted
and merged towards more integration, and a much more
intensified dialogue.

About the survey
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The 2009 edition achieves a higher level of ambition than its
predecessors. Participant numbers rose to 549 and the
number of participating countries jumped significantly to 28.
Companies from five continents took part, representing a
vast array of industries and corporate profiles. This
expanded participation brought a wealth of additional
insights, and further enhances
the value of the survey as a
sounding board for companies
tacrass theglobe.i on, 0 s

Thesfulltshredy carh lser e
downloaded from the
ISACA Malta Chapter
website at HERE or

dirgctly; {r%rﬂ tIipe,l]og")tte tr
HERE
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Certification Update

September Certifications

In September 2009, 739 CISA, 270 CISM, and 81 CGEIT candidates were awarded certification.
December 2009 Exam Admission Tickets

Approximately four to six weeks prior to the exam, candidates whose exam is fully paid will be sent a physical
admission ticket and an electronic e-ticket from ISACA International Headquarters. This ticket will be sent to
candi datesd6 preferred contact information |isted i
tickets and exam results, candidates should keep the contact information in their profiles current.

If candidates have not received their admission tickets by 1 December 2009, they should contact the
certification department immediately at exam@isaca.org, and i ncl ude fAadmi ssion
for more immediate attention.

To ensure that exam candidates arrive in plenty of time for the exam, ISACA recommends that candidates
become familiar with the exact locations and the best travel routes to their exam site prior to the date of the
exam. Candidates who arrive after the oral instructions have begun will not be allowed to sit for the exam and
will forfeit their registration fee.

Exam Identification Policy

At the time of entry, each candidate taking the exam will be admitted to the test center only if they have a valid
admission ticket and an acceptable form of identification (ID). An acceptable form of ID must be a current and

original government-i ssued | D that contains the candidateos
the candi dated6s photograph. Al | of these
Exampl es include, but are not Il imited to, a passp

national ID. The ID must not contain handwritten information. Any candidate who does not provide an
acceptable form of identification will not be allowed to sit for the exam and will forfeit his/her registration fee.
Any questions regarding exam identification should be directed to the certification department.

December 2009 Exam Changes/Deferrals

Changes to registration information, such as site or language, are no longer being accepted. Candidates
unable to take the exam can request deferral of their registration fees to the next exam. For deferral requests
received between 17 October and 25 November 2009, a processing fee of US $100 will be charged. Deferral
requests will not be accepted after 25 November 2009. Candidates can request a deferral at www.isaca.org/
examdefer. The deferral fee and associated exam payment are not refundable.

Research Update

The Risk IT Framework and
The Risk IT Practitioner Guide

The first two deliverables of the Risk IT: Based on COBIT® initiative will be available in November
at www.isaca.org/bookstore and www.isaca.org/deliverables. Risk IT enables enterprises to under-
stand and manage all significant IT risk types, building upon the existing risk-related components
within the current ISACA frameworks of COBIT°and Val | TE.
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— = =

COBIT® Mapping: Overview of International IT Guidance, 3 Edition e

—
—

New and Upcoming ISACA Releases

COBIT® Mapping: Mapping ISO 20000 With COBIT® 4.1

Implementing and Continually Improving IT Governance

ISACA® Model Curriculum for IS Audit and Control, 2™ Edition (now
available) HSACA
[SACA" Model Curricubam

Security, Audit and Control Features Oracle® Database,3™ Edition for IS Audit and Control, 2 Edition

SharePoint° Deployment and Governance Using COBIT® 4.1

name
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CISA®

CISA, the Certified Information Sys-
tems Auditor is ISACA's cornerstone
certification. Since 1978, the CISA
exam has measured excellence in
the area of IS auditing, control and
FeCUTy. (154 hps argwp 1g e plgb-g
ally recognized and adopted world-
wide as a symbol of achievement.
The CISA certification has been

tedrnedkoyeriior@ thah 56,000 frofes-

sionals since inception. For more
information refer to the following link
Www.isaca.org/cisa.

CISM

as."‘|'1 app

poErCtu T dY | Weppge!

groundbreaking credential earned by
over 7,000 professionals. It is for the
individual who must maintain a view
of the "big picture" by managing,
designing, overseeing and assessing
an enterprise's information security.
For more information refer to the
following link www.isaca.org/cism.

L ™

CERTIFIED 14 THE (GOVERNANCE
OF ENTERFRERE IT ™

ISACA's new IT Governance
certification is intended to recognize
a wide range of professionals for
their knowledge and application of IT
governance principles and practices.
It is designed for professionals who
have management, advisory, or
assurance responsibilities as defined
by a "job practice" consisting of IT
governance related tasks and
knowledge. Earning this designation
will enable professionals to respond
to the growing business demand for
a comprehensive IT governance
program that defines responsibility
and accountability across the entire
enterprise. For more information on
CGEIT refer to the following link
http://www.isaca.org/CGEIT..
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