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ISACA Launches CRISC Certification

Headlines ISACA is responding to market demand by introducing a new risk-related

Cloud Computingd Potential Savings from thin Air certification. The Certified in Risk and

The Emerging Role of Internal IT Audit in Malta Certified in Risk Information  Systems Control (CRISC)

Bookstore Update _and Information designation is for IT professionals who

Latest News From ISACA CRISC' systems Control identify and manage risks through the

Research Update vsreen.  development, implementation and

Info Sec News Snippets maintenance of information systems (IS)

International Events controls. These professionals help enterprises accomplish business objectives

such as effective and efficient operations, reliable financial reporting, and
compliance with regulatory requirements.

A grandfathering program, through which experienced professionals can earn
the certification without passing an exam, will open in April. The first CRISC
exam will be administered in 2011.

| SACA established CRI SC (pronounced

Secwty professionals with skills and abilities related to:
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{ 5 9 Risk identification, assessment and evaluation
. 9 Risk response
S Ay 1 Risk monitoring
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— o 9 IS control monitoring and maintenance
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- . ) organization and help the enterprise accomplish its business objectives by
by subscription. Visit this area for  jegioning, implementing, monitoring and maintaining risk-based, efficient and
information on subscriptions, advertising, effective 1S controls, o said Urs Fisc
and becoming an author for the Journal or ifWe conducted an extensive amount of
to fill out a Reader Survey or CPE Quiz  enterprises are becoming more risk-aware and are looking to identify
professionals who possess the skills to help them protect their assets and
enhance their businesses. CRISC fills a gap that currently exists in the
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Cloud Computing Implications

In challenging economic times, companies are looking for ways to operate
Potential savings from thin air more efficiently and reduce costs. Cloud computing can have several major

By JOSEph P Galea impacts on the enterprise, including:

i Reallocating and refocusing in-house IT staffs away from day-to-day
maintenance of servers and toward activities that add directly to
the bottom line; this can help reposition IT functions more as
revenue contributors than cost centers.

There is a new "twist" to outsourcing or shared services from an IT
perspective. Business and IT leaders are increasingly turning to third-
party services for increased computing capacity. In addition, many turn
to third parties for access to software applications supporting business

functions such as human resources, data storage, marketing, sales 1 By leading the way in efforts to reduce overhead costs through
and knowledge management, learning systems, payroll and email computing outsourcing, IT functions help to set an internal tone in
systems. support of the company's overall strategic goals and initiatives.

) ) ) . i Virtualization - the more efficient pooling of IT resources such as
This outsourcn?g of computing capacity - commonly referred to. as networks, servers and storage- is facilitated by cloud computing.
"cloud computing" - has been enabled by recent technological
advances, and is being driven in part by pressures to reduce enterprise il Potential reductions in IT staff, budgets and resources - either short
costs. term or permanent.

The fact that so many companies are considering implementing some Potential benefits

version of cloud computing is not surprising (see Figure 4). An
estimated 80 percent of all business processes are powered by or 1
integrated with IT.

The potential benefits of a well-devised and well-executed cloud
computing strategy can be significant and include:

Potential reductions in personnel, software, hardware, real estate,
cooling, power, licenses and maintenance costs. Companies may no
longer need to maintain large, specialized IT staff and resources
responsible for the maintenance and upkeep of
expensive computing and storage infrastructure.
The potential for reduced hardware and software
costs means that capital can be freed up for use
elsewhere towards strategic corporate goals. In
addition, most patches, fixes, browser application
updates and other expensive and time- consuming
troubleshooting would be done by the computing
hosts rather than in-house personnel.

With cloud computing, the required computing capacity for some l
ancillary functions becomes the responsibility of a third-party

company whose excess computing capacity can
be provided on an as-needed, "pay-as-you-go"
basis. In addition, some companies are also
employing a version of cloud computing -
known as "software-as-a-service" (SaaS) - to
help reduce daily technical operations and
support business and consumer software.

The effective use of cloud computing can help
reduce costs, promote flexibility, free-up
valuable resources for strategic reallocation,
reduce overall expenses, and assign specific
responsibilities to outside service providers
potentially more capable than existing in-house
functions.

9 Minimal start-up costs. Much of the
computing capacity available through these third-
party providers is available with little more than a flip
of a switch. Often, businesses need specific servers
to be specifically configured in an application or for only a small amount
of time - requiring time and money. A large-capacity third party
provider would likely have immediately available what is needed.

Laying the groundwork

There is a strong potential that any cloud computing effort will generate i Better realignment of IT support services and resources. By directing
savings and allow the company to better focus on its core business. For more specialized IT resources away from the relatively commoditized
companies considering cloud computing, however, it is important to duties of computing and storage maintenance, and toward initiatives
thoroughly examine how this approach fits into the company's overall IT and that add directly to the bottom line, companies can better see the
business strategies. Because the use of cloud computing can be a major potential benefits of IT professionals.

change in the way IT thinks and operates, it is important for all impacted

stakeholders to examine the key areas potentially impacted by cloud 1 More efficient IT services focused on infrastructure and non-
computing, including: privacy (e.g., customers, employees, etc.); application services. For many companies, the IT function is a cost-
information security; data storage; identity and access management; and intensive  support  function. At larger computing outsourcing

companies, however, IT is in itself a revenue generator and a core

enterprise architecture.
competency. As a result, the IT infrastructure receives the attention

The explosion of data and information has generated a corresponding rise necessary to provide faster bandwidth, more capacity and reduced
in the costs related to the purchase and maintenance of servers and storage downtime.
capacity. Most companies have finite hardware, storage and budgets. T Flexible infrastructre and capacity. Cloud computing allows

Buying new servers that may remain below capacity levels for some time is

o L companies that need massive amounts of computing capability for
difficult to justify. p puting capability

only short periods of time quick and easy access without long-term

o . . amortization costs.
Many large organizations such have developed massive computing

capacities and specialized IT staffs around the globe. As a result, their 1 Improved disaster recovery/damage mitigation. Companies that have

economies of scale present opportunities for companies looking to on-site or nearby data centers are at risk of data loss and downtime
. : ’ caused by catastrophic occurrences such as hurricanes, earthquakes,

outsource their computing needs (see Figure 5, page 9). In some cases, . . L ) -
- - - fire, or terrorist activities. However, with cloud computing, because the
having another company handle your computing requirements can help data exists "in the cloud" and usually offsite, the potential that one

business and IT leaders improve their return on in-house IT investments. specific event to cause major problems is significantly reduced

Continued on Page 3
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Val IT Overview

Val IT is a governance framework
that consists of a set of guiding
principles, and a number of
processes conforming to those
principles that are further defined
as a set of key management
practices.

The Val IT framework will be

supported by publications and

operational tools and provides
guidance to:

9| Define the relationship between
IT and the business and those
functions in the organization with
governance responsibilities;

il Manage an organization's
portfolio of IT-enabled business
investments; and

| Maximize the quality of business
cases for IT-enabled business
investments with particular
emphasis on the definition of key
financial indicators, the

quantification of "soft" benefits

and the comprehensive appraisal

of the downside risk

Val IT addresses assumptions,
costs, risks and outcomes related
to a balanced portfolio of IT-
enabled business investments. It
also provides benchmarking
capability and allows enterprises to
exchange experiences on best
practices for value management.
Val IT consists of the following
publications:

9 val IT Framework 2.0

9] val IT Getting Started with Value

Management

9] val IT The Business Case

More...

If you are considering cloud
computing

Companies considering cloud computing should consider
the broad range of business factors and impacts that could
come with such an initiative. Among the cloud computing-
related areas companies should consider are:

flPrivacy

Y[Enterprise architecture
flinformation security
flApplication controls and security

IT effectiveness/transformation
Questions to ask

The following questions are critical for business leaders to
consider before implementing cloud computing:

fwhat are the implications for our virtualization
strategy?

fwhat specific areas are most appropriate for cloud
computing?

fwhat existing relationships do we have with potential
third-party vendors?

flwhat are the most significant data privacy and security
issues that we will likely face?

fwhat are we trying to achieve through cloud computing?
What ROI do we expect?

fwhat technology needs will be required with cloud
computing?

fIHow would existing resources both machines and people
- be reallocated for maximum impact?

f\what are the broader cultural and operational implications
of this approach?
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Next steps

Cloud computing may not be the most attractive option
for companies with large and diverse IT resources and
specialized personnel. For many other companies,
however, the economies of scale provided by third-party
organizations and the benefits of cloud computing might
be a solid option for reducing costs, and better aligning
limited IT resources with key business goals and initiatives.

A gradual, or phased, approach to cloud computing may
make the most sense. Companies could start by selecting
a non-critical business function or application as a pilot
example.

Finally, companies considering cloud computing should

assess potential impacts on the organization's culture,
finances, processes, need for control and tolerance for
risk. Most of all, companies should have a plan that takes
into consideration the potential benefits - and challenges
-associated with cloud computing.

Key privacy considerations for cloud
computing

Cloud computing can
dramatically increase risks
to customer data privacy.
Key risks and
considerations include:

YEnsure outside organizations comply with your
security standards -Your applications may co-reside
with applications from other organizations on same
physical servers and/ or operating system. A security
compromise on other applications could potentially
expose your own organization's critical data.

flunderstand privacy laws - The privacy laws applicable
where your application is hosted in the vendor's facilities
may not meet the requirements of your local or national
regulatory agencies. You must verify the applicable
privacy laws and how data privacy disputes will be
resolved in case of an unfavourable incident.

YEncrypt your data -Since data from your applications
travels over the internet to the end-users, there is a
higher possibility of data privacy being compromised.
Adequate security measures, such as encryption, should
be implemented to help minimize this risk.

passibl t in Cloud Computing Area
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The emerging role of IT

Internal Audit in Malta
By Melody Morgan -Busher

Directors and organisations
technologydé (I T) as both an
decades at least. Fear of IT has never disappeared, but IT has
become, sometimes grudgingly, accepted as an essential part of
business today. So long as IT delivers a reasonable service and
remains affordable, how IT works and who controls IT may be
ignored by the Board it seems. This dependency is not generally
recognised until IT fails.

Networking of IT has led to
6l nformati on
catchy title. Flirtations with other names 7 6 Dat a

or EDP) and 6l nformation
their job description, technical executives are still regarded as

re-christening the sector as

opportunity

Committee made up of Board Directors i ideally these appointees
are al|l 6independentd and wil.l

The Audit Committee may engage Internal Auditors to act for

have percel

and

Internal Audit team

Executive Mgmt
(if constituted)

(CEO, CFO, COO etc)

IT Internal Audit team
(staff or consultants)

esedbAner it With unlimited access to all areas of

operations; reports direct to the Board
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' Auditing skills to check automated processes, review change
id f th management, assess technical risks and review the quality of data

1 on one side of the held. This is where the IT IA function emerges. The IT IA role
D‘?”.‘"'ta”zed Zone (DMZ | must be directly proportional to the business dependency on IT,
origin of the acronym for scaled according to the risk appetite of the Board.
an Internet-facing sub-
network in \?’h'Ch _web Although private entities are not compelled to follow the structure
servers are placed) is a indicated above, any business should give consideration to how it
popu lation wh 0 can satisfy the need for control and efficiency review. The role of
determinedly preserve their a Director includes a legal obligation to be properly informed and
technical #Ain to exercise due diligence.

l on the other side is a The KPMG survey aimed to establish an IT 1A baseline
population which has independent of the American 6big
aﬁvancedh and Prr?speredl are interesting to Malta. Our assessment is that the situation here
throug technica is not so different from many other European nations, but there is
. . Korea North & South b '
innovation (not all aspects Night Y much more that could be done.
of which may be
sustainable or desirable). The key area found where IT IA itself needs to improve is

establishing itself as a 6truste

The DMZ between the two territories has been tolerated as a
buffer to maintain a fragile peace, but it is obviously not ideal.
What could a unified Korea have achieved had not so much effort
been wasted guarding an internal border? Should significant
decisions, which may impact all stakeholders, be founded on the
dogmatic opinion of isolated leaders?

I SACA Malt a
onIT-Busi ness Bal ancebd
headl boedtA wast e a.
businesses naturally seek improved efficiency and savings 1 areas
which Internal Audit should deliver. Are we seeing a
corresponding move to use Internal Audit activities to achieve
efficiency and resilience
compulsory Compliance duties?

A recent Chapter

provided

A 2009 KPMG survey explored how Internal Auditing of technology
services is being done across businesses of all types and sizes
across EMEA (a specialisation often referred to as IT Internal
Audit).

Before considering the findings of the KPMG 2009 survey on IT IA
a recap of the relationships between Internal Audit functions and
the other Business elements is of value.

This following diagram presents the logical functions normally
associated with corporate governance of a complex organisation.
The highest level of internal control review is entrusted to an Audit

management. IT IA must speak the language of both technology
and business to deliver solid, independent commentary when
required. IT IA staff must avoid being seen as idealistic
technophiles or theorists de-coupled from reality.

KPMG Malta took part in this regional survey and was fortunate to
receive good support from a number of local entities i ranging

to
surveyed locally had specialised Internal IT Auditors, but most
were willing to complete the survey elements reflecting their
assurance activities relating to IT services. Independent local

i nst gedhrch®y Amahda PaBone!revibwed thelRd Bterndl AudY Enits

known in Malta during 2009 - of which 12 were non-Financial
entities; one used co-sourcing to gain relevant skills and three
outsourced the full Internal Audit function. (IT IA skills were not
assessed by Amanda).

Following a change in local regulations last year, the Audit
Committee of a Malta Stock Exchange listed entity (and certain
entities regulated by the MFSA) must include a Non-Executive
Director with recognised accountancy skills. New governance
proposals in Britain (following the Walker Review commissioned
by the Government) may see regulated financial entities appoint a
Board | evel 60 Ri s k Qaympadific operational t
or systemic risks ; this will be independent of the Audit Committee
(whose role is then focused on financial reporting).

Continued on Page 5
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Taking all the foregoing information together it may
be relevant to expect independent Directors, with
current, practical IT skills, to be recruited as
members of local Audit Committees in the very
near future. Audit Committees duties already
extend beyond overseeing past controls to
maintaining an awareness of emerging risks and
trends i many of which now relate to technology.
Close inspection shows that IT is embedded within
every AudlT Comm|Ttee!

dictated de facto by IT staff preferences rather than
by the Board due to a mutual lack of awareness.

A fundamental issue remains that, even given IT IA
skills, the speed of business innovation today
requires continual Controls update especially in
high technology industries. This is challenging for
any auditor and does not fit well into an annual
audit planning lifecycle.

Solutions to such challenges can be found in
Business Alignment reviews and IT Governance

Malta's ‘Smart Island Strategy 2008-2010" pledges “we will ensure that adequate IT governance
framewaorks, policies and practices form part of the regulation of public-listed companies and

financial services operators”™.

However, at the time of writing, an informal review
of the local scene today shows that there are
industry sectors i such as Remote Gaming i which
are completely ICT-dependent yet have no formal
Internal Audit function established in Malta, far less
a dedicated Internal IT Auditor. (As no Remote
Gaming entity is locally listed, there is no statutory
requirement for an Audit Committee in Malta).

Of those Maltese entities with a local Internal Audit
team, many lack adequate in-house IT IA skills to
perform their own technology audits; some admit
grave concerns over providing assurance for their
technical operations as a result. The Malta Forum
for Internal Auditors (MFIA T still at formative stage)
plans to work with ISACA to address this skills gap
going forward by introducing local practitioners to
each other which may enhance the take-u p o f
sourcingo.

Not only does having independent IT advice on
internal controls help to detect and deter fraud or
other waste, but it will often improve business
alignment and cut the
technical systems i many of which outlive their
usefulness by inertia. Often business strategy is

programmes which protect flexibility —without
sacrificing control; such Board level projects may
need to be championed by the Internal Audit team,
the Audit Committee or their functional equivalent.

It is surely time for the DMZ to be crossed by both
sides with the positive help of those specialists who
can foster improved understanding of the
opportunities and threats of IT for the benefit of all.

ENDNOTE

Article prepared by Melody Morgan-Busher CISA
CISM CGEIT who would welcome feedback and
debate around these issues melodymorgan-
busher@kpmg.com.mt

The findings of the whole EMEA region were
analysed by staff in KPMG Spain and are
presented in the downloadable PDF brochure (link).
GPdnted copies are available on request from
ericmuscat@kpmg.com.mt

A summary of the 2009 IT IA Survey findings was
delivered to an invited audience at the KPMG
Information Technology Governance Forum last

0 t oJureelandcagaintat thef Maltawmorenm & Interréal

Auditors (MFIA) in July 2009.
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SharePoint has quickly become one of Mi crosoftoés
standard. But depl oyment is often accompanied by
Ef fectdo as organizations become overwhel med by
ance. While many bloggers and selffappoi nted experts have offered
Deployment and Governance Using COBIT 4.1 contains a comprehensive, step-by-step guide on how to practi-
cally deploy and govern SharePoint 2007 and 2010 using COBIT 4.1, the leading internationally accepted
governance framework.

This practical guide blends the needs of the deployment staff and audit teams with a comprehensive blueprint
that puts business in charge. The book is filled with authoritative tips, techniques and advice on:

AHow to use COBIT 4.1 for Shar é&Bnopremises a i fhé aoydme n t
ASpecific considerations when using SharePoint
AWh i c hpartyhobls td consider to govern your SharePoint farm

A How to apply appropriate COBIT processes at

Protecting information assets is challenging for every enterprise, regardless of size and industryd and it has
become an even more complex task for enterprises adopting distributed computing environments.

Security, Audit and
Con%tgf Features

Oracle
Database

3* Edition

Security, Audit and Control Features Oracle Database, 3rd Edition, provides a new perspective of security and
controls over Oracle. This updated edition includes a background and review of security controls and ad-
dresses the risks associated with protecting information in a distributed computing environment of various
platforms, versions, interfaces and tools.

The goal of this popular book is to guide the assessor through a comprehensive evaluation of security for an
Oracle database based on business objectives and risks. It examines several different frameworks that can be
used to assess security risks, and covers technic
tecture, operating system controls, auditing and logging, network security, and new features in Oracle 11g
(differences from previous versions of Oracle Database are noted, as well as differences that may exist based
on the host operating system of the database).
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CISA, the Certified Information Sys-
tems Auditor is ISACA's cornerstone
certification. Since 1978, the CISA
exam has measured excellence in
the area of IS auditing, control and
security. CISA has grown to be glob-
ally recognized and adopted world-
wide as a symbol of achievement.
The CISA certification has been
earned by more than 55,000 profes-
sionals since inception. For more
information refer to the following link

www.isaca.org/cisa.

CISM

CISM, the Certified Information
Security Manager
groundbreaking credential earned by
over 7,000 professionals. It is for the
individual who must maintain a view
of the "big picture" by managing,
designing, overseeing and assessing
an enterprise's information security.
For more information refer to the
following link www.isaca.org/cism.

or
—T ™
LCERTIFIED [N THE CROVERMANCE
OF ENTERFRERE IT ™

ISACA's new IT Governance
certification is intended to recognize
a wide range of professionals for
their knowledge and application of IT
governance principles and practices.

m oItsié0 %e§idi\%d3f8r E)Fof%vékilovn%@ {}%r??C
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by a "job practice" consisting of IT
governance related tasks and
knowledge. Earning this designation
will enable professionals to respond
to the growing business demand for
@B Y Leﬁe"ﬁé?v% €T governance
p?orgram tial 8e'?ir?e's respo%s%ﬂit)(/)
san@ geeounigbility peEosssthea @nere
enterprise. For more information on
CGEIT refer to the following link
http://www.isaca.org/CGEIT.
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K-NET is an online database of
more than 6,000 Internet-based
knowledge references relevant to
information systems governance,
control, security and assurance.
Members have exclusive access to
the more than 200 topics organized
into 13 subject areas.

www.isaca.org/knet

2
GOVERNANCE
INSTITUTE®

The IT Governance Institute was
established in 1998 to assist
enterprise leaders in their
responsibility to make IT successful
in supporting the enterprise's
mission and goals. Its goals are to
raise awareness and
understanding among and provide
guidance and tools to boards of
directors, executive management
and CIOs so that they are able to
ensure within their enterprises that
IT performs reliably, and meets and
exceeds expectations.
Some recent publications and
products from the IT Governance
Institute include:
ffinformation Security
Governance: Guidance for
Boards of Directors and
Executive Management, 2nd
Edition
fval ITTM, a governance
framework for IT-enabled
investments
{| COBIT® 4.0, the latest release
of ITGI's flagship product,
offering a streamlined, pragmatic
and business-focused approach
to implementing IT governance
enterprisewide.

LATEST NEWS FROM ISACA

/ Member Benefit of the Month:\

Complimentary Access to
ISACA Publications

Certain ISACA publications are

available at no charge to ISACA

members exclusively. For example,

the new The Risk IT Practitioner
Guide can be downloaded at www.isaca.org/
riskit. Risk IT: Based on COBIT® is a
framework based on a set of guiding principles
for effective management of IT risk. Find other
ISACA-published work at

Qw.isaca.orq/deliverables. y /

2009 Europe/Africa Unfunded PCM

The 2009 Europe/Africa Unfunded PCM took place 10-11 October 2009, in Riga, Latvia. Of the 45
chapters in the region, 19 attended the meeting. After an informal dinner gathering on Friday evening,
the meeting commenced with an overview of I SACA
goings on at ISACA International Headquarters. Attendees then broke into four groups to discuss com-
munity relations, student groups/university relations, young professionals and retention strategies. The
Valencia Chapter presented on best practices, and the South Africa Chapter shared detailed informa-
tion on how it has successfully streamlined overall administration within its chapter. The attendees from
Sweden, Israel, Norway and Athens also led discussion topics.

The ISACA Malta Chapter was represented by Anthony Formosa (Secretary) and Vladimiro Comodini
(Treasurer). Gordon Micallef (President) was also present since he sits on the ISACA Chapter Support
Committee. The next PCM will be held in Budapest, Hungary on March 20-21.

Delegates from 19 chapters, representing Europe and Africa, gathered outside the hotel in Latvia for
a group photo

9

\ )

-

Stay Competitive .

N

PAGE 6


http://www.isaca.org/knet
http://www.isaca.org/riskit
http://www.isaca.org/riskit
http://www.isaca.org/deliverables

